DDDDDDDDDDDDDDDDDDDDDDDDDD DD 
D I/ODDDDDDDDDDDDDD 



D □ □ D D □ □ 

DDDDDDDI/ODDDDDDDDDDI/ODDDDDDDDDDDDDDDDDDDDDDDDDDD 
DDDDDDDDDDDDDDDDDDDDDDDDDDDDx86DDDDDDDDDDDDDDDDDDD 
D D D D D D D 

CPUDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD CPU DDDDDDDDDDDDD 
DDDDDDDDDDDDDDDDDDDDDDD 

cpunnnnnnnnnnnnnnni/onnnnnnnnnnnnDDDD cpu □ i/o □□□□□□□ 

DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD 

DDDDDDDDDDDDD 

DDDDDDnnnnnnnnnnnnnn2nnnnnnnnnnnnnnnnnnnnnnnnnnn 

CPU DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD 
DDDDDDDDDDDDDDDDDDDDDDDDDDD (NMI) D 2DDDDDDDDDD DDDDD 
DDDDDDDDDDODDDDDDDDDDDDDDDDDDDDNMIODDDDDDDDDDDDDD 
DDDDDDDDDDDDDD 

DDDDDDDDDCPUDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD 
DDDDDDDDDODDDDDDDDDDDDODDDDDDDDDDDDDD (INT nD)DDDDDD 
DDDDDDDDDDDDDDDDDOODDDDDDDDDDDDDOODDODDDDDDDDDDD 
DDDDD /D □□□□□□ /ODDDDDDO/DDDDDDDDDDDDDDDDDDDDDDDDDDD 
DDDDDDCPUDDDDDDDDDDDDDDDDDDDDDD 

D D D D D D IDT 

DDDDDDDDDDDDDDD 0-255D D DDDDDDDDDDDDDDDDDDDDD 0-19D NMID 2 
DDDDDDDDDDDDDDDDDDDDDDDDDDD 0-255 DDDDDDDDDDDDDDDDDDD 



1 



D D D D 16-255 DDDDDDDDDDDDD 

DDDDDDDDDDD IDT(Interrupt Descriptor Table) DDDDDDDDDDDDDDDDDDDDDD 

DDD 255 nnnnnnnnn (nn)nnnnniDTnnnnnn idtr nnnnnnnnnnnnnnD 

DDDDDDDDDDCPUD IDTR DDDDIDTDDDDDDDDDDDDDDDDDDDDDDDDD 

IDT D D D D D D D Gate Descriptor DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD 
DDDDDnnnnnnDDDDDDDD (Ring DD)DDDDDDDDDDDDDDDDDDDDDDDD 
DDDDDDDDDDDD (D l)D 
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IDTR register 

16 15 



Base address 



Limit 



IDT 



Gate for interrupt 255 



Gate for interrupt 3 



Gate for interrupt 2 



Gate for interrupt 1 



Gate for interrupt 0 



Interrupt Gate 



offset 31.. 16 


DPL 

IP 


rese 
rved 


segment 
selector 


offset 15..0 



D 1 IDT D IDTRD Gate descriptor DDD 



IDT D D D D D D Gate Descriptor 0 D Task gate descriptor /Interrupt gate descriptor/Trap gate de- 
scriptor D 3nnnnnnDDDDnn Task gate descriptor nnnnnnnnnnnnnnnnnnnn 

DDDDDDDDDDDDD OS 000000000000000 Interrupt gate descriptor 0 Trap gate 
descriptor DDDDDDDD 

00 2000000 Interrupt gate descriptor D EFLAGS 00000 IF 000 (0 000000)0000 
DDDDDDDD Trap gate descriptor 0 IFO 000000000 (0 0000000000000000 
DDD)DDDDDDDD 

IDTRD D DDDDDDDDDDD IDTDDDDDDDD Limit D (0 0000000)000000000 
0000 255 00000000000000000000000000 



2 



DDDDDDDDDDDDDD 



EFLAGS D D D D (Intel 64 Q D RFLAGS DDDD)D IFDDDDDDDDDDDDDDDDDDIFDD 
DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDIFDDDDDDD/DDDDDD 
D D CLI D D /STI DDDDDDDDD 

DDDDDDDDDD Interrupt Gate Descriptor DDDDDDDDDDDDDDDDDDD CPU D D D D 
IFDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD 
DDDDDDDDDDDDDDDDDDDDDDD IRET DDDDDDDDDDDDDDD EFLAGS D D D 
DDDDDDDDDDDDDDDDDDDDDDDDD 

DDDDDDDDDDDDDDDDD 

DDDDDDPCDDDDDDDDDDDDDDDDDDDDDCPUDDDDDDDDDDDDDDDDD 
D D D D D D D PIC (i8259) DDDDDDDDDDDDDDDDDDDDDDD CPU DDDDDDDDD 
DDDDDDDDDD Pentium DDD X86DDDDDDDDDDDDDDDDDDDD APIC (Advanced 
Programmable Interrupt Controller) DDDDDDDDDDDDDDDDDDDDDDDDPICDDDDD 
DDDDDDDDDDDDDDDDDD APIC D CPU D D D D D D D CPU DDDD DDDD Local APIC 
D D ICH (Southbridge) DDDDDDDD I/O APIC DDDDDDDDDD (D 2)D 




CPU 



Local APIC 



8259A Intr 



I^SI 
Capable 
Devices 



; IP! 
I 



4V 



I/O APIC 



8259A PIC 



ICH(South bridge) 



CPU 




Local APIC 




1 
1 
/ 


Legacy PCI 

1 


/ 

/ 


/ 

/ 


► 



Legacy 
PCI 
M Devices 



D 2 Local APIC D I/O APICD DDDDDDDDD 



Local APIC DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDEOI(DDDDDD)DDD 



DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD/DDDDD/DDDDDDDDD 
DDDDDDDDDDDDDDDDIPI(DDDDDDDDDO)DDDDDDDDDDDDDDD 

D D D I/O APic nnnnnnnnnnnnnnnnnnni/0 apic dddddddddddddddd 

Local APIC DDDDDDDDDDDDDDDDDDDDDDDDDD 

DDDDDDDDDDDDDDnDD SMP D D D D 0 D D CPU DDDDDnDDDDnDDDDDDnD 
D D D D 

D D D D D CPU D Local APIC D D D D CPU D Local APIC D IPI ( Inter-Processor Interrupt:D Q D D 
DnDDnD)DDnDnnDDDDD 

Local APIC 

D IDDDDDDDDDDDDDD Local APIC D DDDDDDDDDDDD 
D D D D D D D 

IRRD Interrupt Request RegisterD DDDDDDDDDDD Read-onlylU DDDDDDDDDDDDDDDDDD 

Local APIC DOODODDODOODODOODODDODOODODO 
DDODDOD 

ISRO In-Service RegisterO DDODDDDODDO Read-onlyll □DOODDDDDDDDDDDDDDD 

D D D D D 

EOI DDDDDDDDDDDD Local APIC DDDD IRRDDDDDDDD 
DDDDDDDDDDD 

EOID End Of InterruptD DDDDDDDDDDD Write-onlyLU DDDDDDDDDD Local APIC D 

DDODDDDODDD 

TPRQ Task Priority RegisterQ DDDDDDDDDDD Read/writeH DDDDDDDDDDDDDDDDD 

DDDDDDDDDDDDD 

TPR DDDDDDDDDDDDDDDDDDDDDDDDDDDDDD 
PPRD Processor Priority RegisterD DDDDDDDDDDDDD Read-onlyQ] DDDDDDDDDDDDDDDDD 

DDDDDDDDDDDDDDDDD TPRD ISRD DDDDDDDDDD 
Local APIC ID Register LAPIC ID D D D D D Read/Write[D D D D D D D D CPU DDDDDDDDDD 

ID D D D LAPIC ID DDDDDDDDDDDD 

LAPIC ID D I/O APIC DDDDDDDDDDDDDDD IPIDDDDDDDD 

D D D D D D 



4 



D D D D D 



D D 



ICRD Interrupt Command RegisterQ 0000000000000 Read/writeOO IPIO 000000000000 

00000000000 

LDRO Logical Destination RegisterO Logical APIC ID 0 0 0 

DFRO Destination Format RegisterO Logical Destination Mode 00000000 Flat model/Cluster modelO 



□ 1: Local APIC 0 0 0 0 0 0 0 



ODOODODO Local APIC 0 0 0 CPU DOOOOOOOOOOODDOOOODODOODO 

1. Local APIC 000000000000 IRR 000000000000000000000 CPU 0 0 
ODODDODOODODDODODDODOODO 

2. IRR 000000000000000000000000000 ISR 00000000000000 
0 0 CPU 0 0 0 0 0 

3. CPUODDODOODODDODOO 

4. CPUODOODOODODDODOOEOIODOODOOOODDOOODDODOODOD 

5. EOIOODOOOOODDOODDOO QISRO OODDOOODOOOOOODDOODOODISR 
ODODDODOODO 20DD0D0 

ODDDDDDOOD/ODDOODDDOODDOOODDDDDOODDOODDDOODDDOODD 
00000000000000000000000000000000000000000000000 

TPR 0 PPR ODDODDODDOODO (4-7bit)0 OODDODDO (0-3bit) Q 2D00DD0DDDD 
ODDODDODDODDODOODOODOODOODOODOODODD Lowest priority ModeQ 0 0 0 
00000000000000000000000 

PPR DODO TPR OODODODDODODODD CPU DOODODODOODO (ODODDODOD 
0000 2000)000000000000000000000 

/* [7:4] ODODDOO */ 
/* [3:0] ODODDODOO */ 

if TPR [7: 4] >= ISR [7: 4] 

PPR = TPR 
else 

PPR [7: 4] = ISR [7: 4] 
PPR[3:0] = 0 

ODD Local APIC DDDDODDDDDDO (DDDDDODDODDDD 1DDD)DDIRRDDDDD 
ODOODODDODOO PPRDOODODD (4-7bit) DDODOODO 
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ppR D D D D D D D (4-7bit) DDDDDDDDDDDDnnnnnnnnnnnD 



I/O APIC 



I/O APIC DDDDDDDDDDDDDDDDDDDDDD24DDDDDDDDDDDDDDDDDDDD 
DDDDDDDDD I/O APIC D D Redirection Table DDDDDDDDDDDDDDDD CPU D Local 
APIC DDDDDDDD Redirection Table DDDDDDDDDDDDDDDDD 2DDDDDD 



DDDDDDDD 


D D D D D D 


D D 


63:56:00 


Destination 


D D Local APIC D D D 


16 


Mask 


D D D D D D D 


15 


Trigger Mode 


DDDDDDDDDDDDDDDD 


14 


Remote IRR 


DDDDDDDDDDDDDDDDDDDDD EOIDDDD 


13 


Interrupt Pin Polarity 


DDDDDDDDDDDDD high/low D D D D D 






DDDDDDDDDDDDD 


12 


Delivery Status 


DDDDDDDDDDDDDDD 


11 


Destination Mode 


Physical Mode D Logical Mode 


10:08 


Delivery Mode 


Fixed D Lowest Priority D D 


7:00 


Vector 


D D D D D 



D 2: Local APIC D D D D D D D 



Redirection Table Entry D D Destination Mode DDDDDDDDDDDDD Destination Mode D Physical 
Destination Mode DDDDDDDD Destination D D D D D D Local APIC ID DDDDDDDDD DD 
D D CPU DDDDDDDDDDDDDDD Local APIC ID: 3 D CPU DDDDDDDDDDDDDDD 
Destination DDDDDD 3DDDDDDD 

Logical Destination Mode DDDDDDDD Destination DDDDDDDDDDD CPU DDDDDDDDD 
D D D D *^D D D CPU D ID D Local APIC ID D D D D D LDR D Logical APIC ID DDDDDDDDD 
D D D D LDR D D D OOOOOOOlb D CPU D OOOOOOlOb D CPU DDDDDDDDDDDDDD Destination 
DDDDDD OOOOOOllb D D D D D D D 

Logical Destination Mode DDDDDD CPU DDDDDDDDDDDDDDDDDDDDDD Delivery 
Mode D D D D D D D Fixed Mode D D D Destination DDDDDDDDDD CPU DDDDDDDD Lowest 



*^ □□□□□□ □ Logical Flat Model □□□□□□□□□□ Flat Cluster ModelQ Hierarchical Cluster Model □□□□□□ 
□□□□□□□□□□□□□□□□□□□□□ 
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priority Mode Q D D Destination Q D D Local APIC D TPR D D D D D D CPU DDDDDDDD TPR Q 
D D D D D D D CPU DDDDDDDDDDDDDDDDDDDDDDDDDDDDDD*'DDDDDDD 
DDDDDDDDD Vector DDDDDDDDDDDDDDDDD Local APIC DDDDDDDDDDDD 

APIC IDDDDDDDD 8bit D D D D D Logical Destination Mode D D D D 8CPU DDDDDDDDD 
DDDDDDDD Nehalem D D D D x2APIC DDDDDDDD APIC DDDDDDDDDDDD 8bit D D 
32bit DDDDDDDD ("Intel64 Architecture X2APIC Specification") D 

MSID MSI-X D □ D D 

I/O APIC DDDDD PCI DDDDDDDDDDDD PCI DDDDDDDDDDDDDDDDD I/O APIC 
DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD 

DDDDDDDDDDDDD IRQDDDDDDDDDDDDDDDDDDDDDD IRQ DDDDDDDD 
DDDDDDDDDDDDDDDDDDDDDDDIDDDDDDDDDDDDDDDDDDDDDDDD 
DDDDDDDDDDDDDDDDDDDDDDDDDPCIDDDDDDDDDDDDDDDDDDDD 
Message Signalled Interrupt (MSI)D Extended Message Signalled Interrupt (MSI-X) DDDDDDDDDD 
PCIDDDDDDDDDDDDDDDDDDDDDDPCI express DDDDDDDDDDDD 

MSI DDDDDDDDDD 32 DD MSI-X D D 2048 DDDDDDDDDDDDDDDDDDDDDDDDD 
DDDDDDDDDDDDDDDDMSID MSI-X D D D D D D 10- APIC DDDDDDDD Local APIC D 
DDDDDD (D 2DD)DDDDDDDD CPU DDDDD PCIDDDDDDDDDDDDDDDDDDD 
DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD 
D D D 2 D Redirection Table Entry DDDDDDDDDDDDDDDDDDD ("D DD PCDDDDDDD 
DDDDDDDDDDDDDDDDDD")D 

D □ □ 

DDDDDDDDDDDDDDDx86DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD 
DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD 

DDDDD 

Copyright (c) 2014 Takuya ASADA. DDDDDDDD DDDDDDDDDDDDD DD - DD 4.0 DD 
DDDDDDDDDDDDDDDDD 



Windows □□□□□□□□□ TPR □□□□□□□□□□□□□□□□□□□□□□□□□□□□□□□□□□□□□ Linux □ 
□ TPR □□□□□□□ Lowest Priority □□□□□□□ CPU □□□□□□□□□□□□□□□□□□ 
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DDDD 

"Intel64 Architecture X2APIC Specification." http://www.intel.com/content/dam/doc/specification-update/64-architect 
"DDDPCDDDDDDDDDDDDDDDDDDDDDDDDD-" http://syuul228.github.io/howto_implement_hyperv 
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